SEC285
Module 2

Asymmetric Key Encryption
Andrew Newhart



Rubric

Activity Requirement(s) _

File Encryption Screenshot 15

File Decryption Screenshot 15



File Encryption

' Terminal - root@kali: ~

File Edit View Terminal Tabs Help
ssb rsa3o’72 2022-11-13 [E] [expires: 2024-11-12]

root@kali:~# gpg --list-keys
/root/.gnupg/pubring.kbx

rsa3072 2022-11-13 [SC] [expires: 2024-11-12]

96DFDCA53B85B471A4A8749D59E40CESBA20F8ES
[ultimate] Andy Newhart <andy@newhart.com>

rsa30/2 2022-11-13 [E] [expires: 2024-11-12]

L:~# nano testfile.txt
t@kali:~# 1ls testfile.txt
testflle txt
tekali:~# cat testfile.txt
This is a test file that we will encrypt with gp.
root@kali:~# gpg -c testfile.txt
‘oot@kali:~# 1ls test*
testflle txt testfile.txt.gpg
ot@kali:~# cat testfile.txt
ThlS 15 a test file that we will encrypt with gp.
11 # cat testflle txt.gpg
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F| I e This screenshot should show the following.
* The encrypted file being listed by itself

Decry ptIO N « The decrypting process

* Both the encrypted file and the original plaintext file being listed

re kali:~# 1ls test*
testflle txt.gpg
oc¢ ali:~# gpg testfile.gpg
: WARNING: no command supplied. Trying to guess what you mean
: can't open 'testfile.gpg'’
ot@kali:~# gpg testfile.txt.gpg
: WARNING: no command supplied. Trying to guess what you mean
: AES256 encrypted data
encrypted with 1 passphrase

oot@kali:~# ls test*
testflle txt testfile.txt.gpg
root@kali:~# cat testfile.txt.
cat testflle txt.: No such file or directory
ali:~# cat testfile.txt
Thls is a test file that we will encrypt with gp.
t@ekali:~# cat

SEIAL



SEC285

Module 2 - Asymmetric Key Encryption
Conclusions and knowledge gained

This was a good look at Asymmetric Key Encryption.
The results clearly demonstrate the results of encrypting the files on the Linux cli.
The project lab taught the steps to generate an encryption key using the gpg utility.

| had a good understanding of the utility and the use of rewards of encrypting your data and
rest and in motion and the encryption keys make that possible.

Andrew Newhart
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Rubric

Activity Requirement(s) m

Question Answer 30

Nmap Scan Screenshot 30



Question

What effect does the sudo iptables --policy INPUT DROP command have on the
access to computing resources?

Answer here: IPTABLES is just a resource for a CLI firewall utility in the Unix arena. If you would rather
deny all connections and manually specify which ones you want to allow to connect, you should change
the default policy of your chains to drop.

With your default chain policies configured, you can start adding rules to iptables so it knows what to do
when it encounters a connection from or to a particular IP address or port.

CLI: iptables --policy INPUT DROP - Drop — Drop the connection, act like it never happened. This
is best if you don’t want the source to realize your system exists.

The example preformed in the mod 3 lab closed all connection to the server that used the INPUT DROP
command

References: https://www.howtogeek.com/177621/the-beginners-guide-to-iptables-the-linux-firewall/



https://www.howtogeek.com/177621/the-beginners-guide-to-iptables-the-linux-firewall/

M Kali on WIN-6JNNGRLTS6IL - Virtual Machine Connection

File Action Media Clipboard View Help
| n © i »
n»‘-.opln‘_:,t;oq; @ Terminal - root@kali: ~ 17:54 )/ root

a Terminal - root@kali: -

File Edit View Terminal Tabs Help

Starting Nmap 7.70 ( https://nmap.org ) at 2022-12-11 17:11 EST
Nmap scan report for 192.168.105.55

Host is up (0.0022s latency).

All 1000 scanned ports on 192.168.105.55 are filtered

IMAC Address: 00:15:5D:00:BA:06 (Microsoft)

Nmap done: 1 IP address (1 host up) scanned in 34.13 seconds
root@kali:~# nmap 192.168.105.55 | more
Starting Nmap 7.70 ( https://nmap.org ) at 2022-12-11 17:54 EST
Stats: 0:00:06 elapsed; 0 hosts completed (©® up), 1 undergoing ARP Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.00% done
Nmap scan report for 192.168.105.55
Host is up (0.0024s latency).
Not shown: 995 filtered ports

STATE SERVICE

open ssh

open smtp

open domain

ope http

closed https
MAC Address: 00:15:5D:00:BA:06 (Microsoft)

Nmap done: P address (1 host up) scanned in 17.88 seconds

3 Bt §
root@kali: ~# l




SEC285
Module 3 - Stateful Firewall
Conclusions and knowledge gained

The project as a valuable lab on working with the nmap command and
iptables.

Iptables where not around when | was installing networks in the 80’s and
90’s so | can see where this function will help maintain the flow of secured
data through your firewall and onto your network.

iptables is a user-space utility program that allows a system administrator to
configure the IP packet filter rules of the Linux kernel firewall, implemented
as different Netfilter modules.

The filters are organized in different tables, which contain chains of rules for
how to treat network traffic packets. This is a good use of tech to resolve
traffic direction and relieve other firewall operations by weeding out packets
based on rules established by the iptables.

This was a great upload of knowledge into my skill-set and | am sure will be
invaluable in my future dealings with firewalls.
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BYOD Security Policy The complete policy template 60



1. Overview: BYOD as a SMB IT policy.

Security has always been a multi-faceted issue for organizations that leverage mobile
device strategies such as BYOD, choose-your-own-device (CYOD), corporate-owned,
personally enabled (COPE) devices, and corporate-owned, business-only (COBOQO)
devices.

However, the BYOD trend presents a more complex security environment than
company-owned devices. For one, employee-owned endpoints usually contain
employees’ personal information in addition to corporate data. It can be much harder
to mandate (through technical or policy controls) certain configurations, application
use, or how much an employee can engage in “personal,” i.e. non-work related,
activities.

2. Purpose:

The main purpose of developing a BYOD device policy would be to set a clear set of
parameters defining the AUP of personal devices and what access can be givento a
users device. The goal is to keep any possible threat from an infected personal device
to access your company secured network.



3. Scope:

It can be much harder to mandate (through technical or policy controls) certain
configurations, application use, or how much an employee can engage in “personal,”
l.e. non-work related, activities.

To help make clear definitions of expected use of company data and application on
personal user devices a BYOB policy will set the terms and requirements as well as
prerequisites required to allow a personal device to access the data or work network.

4. Policy:

The AUP of company applications and data access is clearly defined in this policy and
will develop discovery techniques used on a regular basis to minimize threats from an
infected or compromised security system on a personal use device.

Personal use devices used to access the company network or any of its resources
has to comply with regular scheduled ad well as random threat assessment of the
device and its security settings.



5. Policy Compliance:

Compliance to all security parameters defined here must be adhered to allow the
users device access to company resources.

In the event a vulnerability or threat is discovered on a personal device trying to
access or utilize company network resources or data the user must surrender to a
devices analysis and security assessment and remain locked from the network by
device MAC or user id until which time the threat can be neutralized and the device
returned in a cleaned and secure condition.

An employee found to have violated this policy may be subject to disciplinary actions
up to and including termination of employment.

6. Related Standards, Policies, and Processes:

The standards used to help define this policy are included in the NIST documents
NIST 800-171



https://www.google.com/aclk?sa=l&ai=DChcSEwiv--D4xIT8AhXvyZQJHfeYDX4YABABGgJ5bQ&sig=AOD64_3uW3V2RGnYJwM2Swt617DmkVUzrg&q&adurl&ved=2ahUKEwjf7Nr4xIT8AhVkkYkEHdOtDVsQ0Qx6BAgJEAE

7. Definitions and Terms:

BYOD - Bring Your Own Device

CYOD - Choose Your Own Device

COPE - Corporate Owned Personally Enabled Device
COBO - Corporate Owned Business Only Device
AUP — Acceptable Use Policy

MAC — Media Access Control Address

8. Revision History:

Date of change Responsible Summary of change

LT T 1P P2 Original Creation New Policy




SEC285 Module 4 - The BYOD Security Policy
Conclusions and knowledge gained

This was the hardest module for me.
The context of the lesson was clear and | understand it but policy writing is
not my greatest skill.

| do understand and can see the need to define and create policies to define
the use and operation of any company resource as well as any device
allowed to access company resources, data or networking.

As a previous small business owner in the IT industry | came to understand
in the early stages of ramping up our firm from few contractors to a dozen
tech vans and a twenty-six techs across 8 offices and 17 states, that a clear
AUP had to be written to define the use or our data and the company
resources.

AUP’s for both IT, test and internal equipment had to be defined to keep a
clear understating of expectation of security that was the responsibility of all
employees and contractors.

Our policies where not as defined nor where that as much mobile access
afforded users at that time but we still had to keep a vigil eye on the access
to the network and all resources.



SEC285
Module 5

Multifactor Authentication (MFA)
Andrew Newhart



Rubric
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Common-auth Configuration File Screenshot 30

MFA Logon Screen Screenshot 30



Common-auth Configuration File

This screenshot should show the entry that indicates the use of the Google Authenticator module.

Activities (=) Terminal » Ubuntu on WIN=6JNNGERLTEIL

&y -

GNU nano 4.8

[success=1 default=ignore] pam _unix.so nullok secure

requisite pam_deny.so

auth required pam_permit.so
auth optional pam_cap.so
auth required pam_google authenticator.so nullok

Wrote 28 lines
ere Is

a¥ Cet Help ¥ Write Out @ Wh g Cut Text @ Justify e Cur Pos
@l Exit Read File @ Replace B Paste Texti@ll To Spell @M Go To Line

m Nextcloud




MFA Logon Screen

This screenshot should show the logon screen where a verification code is required.

EEl

ountu on WIN-6JNNG6RLT6IL - Virtual Machine Connection

Action Media Clipboard View Help

@0 nwp

Dec 15 17:40




SEC285
Module 5 - Multifactor Authentication (MFA)
Conclusions and knowledge gained

This project was a great lesson on setting up MFA.

Using the google auth app was great to see and test. Most of my current
MFA is biometric but | have set it up on all mobile apps and now have
included in most of my internets sites that include any sensitive data or
business operations such as; banking, insurance and other cloud apps.

MFA is a great option to help secure even your personal data and |
recommend that everyone set it up on their banking connections at least.

Many sites will force you to set it up as Devry did and even prime now uses a

MFA app that generates an approval page on a mobile app for access to your
data.

MFA was a great and very useful addition to the authorization step of
authenticating user access.
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Nmap Screenshot 15
NetCat Screenshot 15
Wireshark Screenshot 15

Nessus Screenshot 15



Nmap

This screenshot should include the scan result showing both the Kali and Linux Server VMs.

Kalt on WIN"6INNGRLTOIL

tions | @ Terminal - b rerminal - oot@kali 18:10 4 root

Terminal - root@kali
View Terminal Tabs _Help
1% nmap -¥n 1YZ.108.105.9/24
Starting Nmap 7.76 ( https://nmap.org ) at 2622-12-15 18:05 EST
Nmap scan report for 192.168.105.55
Host is up (0.00853s latency)
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp  open ftp
p en ssh
23/tcp telnet
25/tcp pen  smtp
53/tcp en  domain
80/tcp en http
111/tcp rpcbind
139/tcp netbios-ssn
445/tcp open microsoft-ds
512/tcp open
513/tcp open
514/tcp open
1699/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown y D open ntp
MAC Address: 00:15:5 BA:86 (Microsoft)
open domain
Nmap scan report for 192.168.165.67 3 p open
Host is up (0.0000056s latency).
Al1 1008 scanned norts on 192 168 105 67 clos tc open

8009/tcp

fall 1714
MAC Addre

seconds




NetCat

This screenshot should include the scan result showing both the Kali and Linux Server VMs.

b Kali on WIN-6JNN6RLT6IL - Virtual Machine Connection

File Action Media Clipboard View Help
@O n»
nApphcatnons ‘. Terminal - root@kali: ~ l‘ 2 18:2¢

' Terminal - root@kali: ~
File Edit View Terminal Tabs Help

open microsoft-ds

open exec

open login

open shell

open rmiregistry

open ingreslock

open nfs

open ccproxy-ftp

open mysql

open postgresql

open vnc

open Xl11

open irc

open ajpl3

open unknown

: 00:15:5D:00:BA:06 (Microsoft)

map scan report for 192.168.105.67
ost is up (0.0000050s latency).

: 256 IP addresses (2 hosts up) scanned in 37.47 seconds
1:~#
:~# nc -n -w5 192.168.105.55 21

-n -wS 102 168.105. 55 22

43 # nc -n -wS 192. 168 105. 55 25




Wireshark

This screenshot should include the Wireshark—Follow TCP Steam window showing the Telnet
username and password.

e Action Media Clipboard View Help
@0 up
\pplications | # *etho ’4 Wireshark - Follo... | @ Terminal - root@... | Terminal - root@... u‘i 18:31
[ ‘ ' ‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - eth0 E)
: !
i File Edit View ¢ TR VRS ot e T e -
‘ = @ ..... A T TR AT RO 2 .38400,38400....#.kali:
‘ 8.0, DISPEAY . kali: 0.0 00 xterm-256color.......cvuuuus
S .
. |1 1D o | S I
1/8 Time | 0, S s VIR S I L. Y O 1 AN T I A0 AR, N ) A S Y|
. peaiassqd | | 1|1 | A0 ) ], N, i [ M O 1 O S I Jo e ) S 55 ) ey
BEan || 1| 1IN NN NN N 77 N
27 37.16058 |

k] 28 37.1608€

29 37.16511%
44 47.1665€

Frame 28: 93 by
Ethernet II, Si{
Internet Protot
Transmission Ct
Telnet

warning: Never expose this VM to an untrusted network!
Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started

metasploitable login: mmssffaaddmmiinn
Password: msfadmin

Last login: Tue Dec 13 18:01:30 EST 2022 on ttyl
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008

22 client pkts, 19 server pkts, 27 turns

Entire conversation (1,358 bytes) Show and save data as ASCII * | Stream |0

Find:

EBHelp

Find Next ‘

Filter Out This Stream Print Save as... % Close

To access official Ubuntu documentation, please visit:



Nessus

This screenshot should include the high-level view of the Nessus vulnerability scan report
(showing categories of vulnerability in different colors).

Nessus Essentials / Fo Linux Server

ubuntu

cC @ O File:///tmp/mozilla_ubuntuo/Linux_Server_j1ltql.html 90% g v N @ &

ﬁ ( Inessus

Linux Server
old Firefox Da
TABLE OF CONTENTS

Vulnerabilities by Host

* 192.168.105.55

Vulnerabilities by Host Collapse All | Expand A
192.168.105.55
CRITICAL HIGH MEDIUM LOW _

Scan Information
Start time: Thu Dec 15 18:40:28 2022

End time Thu Dec 15 18:40:38 2022

Host Information

P 192.168.105.55

Vulnerabilities

19506 - Nessus Scan Information

Synopsis

This plugin displays information about the Nessus scan

Descrintion




SEC285
Module 6 - Vulnerability Assessment
Conclusions and knowledge gained

This project helped me get as handle on one of the utilities that | used in a
much older version ..we called LAN sniffers.

Working on a CNX certification in the mid 90’s | was exposed to sniffing and
disassembly of ethernet packets to help in locate LAN traffic issues.

NMAP and NCAT are surely useful commands but the wireshark and nessus
utility surely make it a easier view of what's happening on your network.

The NESSUS utility is surely and easy way to look at your traffic and its
impact on the lan.

| am nothing if not a layer 1 & 2 tech for over 30 years | have been
developing and PM’ing infrastructure media and hardware included wireless

bridging using Cisco 350 bridges to help connect data lans across local
campus buildings.

| can remember in the days of the general network sniffers devices we used
that helped us locate faulty ethernet interfaces on your lan.



